Insider Threat
Management
Across
Cybersecurity
Maturity Levels

Securefrominside.com

4
-J-J-JA/‘."JV
>
(H]

p-

1
Y Gonmize

ADAPTIVE

J " RISK-INFORMED

_—

PARTIAL




Insider Threat Management Across Cybersecurity Maturity

Levels

TLDR: Organizations with low cybersecurity maturity react to insider threats after
damage occurs, using basic logs and antivirus software. As maturity increases, they
adopt tools like Data Loss Prevention (DLP), User and Entity Behavior Analytics
(UEBA), and Security Orchestration, Automation, and Response (SOAR), integrate
HR/legal signals, and shift to proactive, Artificial Intelligence (Al)-driven detection. High
maturity means insider risk is continuously monitored, contextualized, and mitigated

before incidents happen.

Deep Dive: Managing Insider Threats Across Cybersecurity Maturity

Levels

Insider threat management stands as a defining challenge for modern cybersecurity
programs. The escalating frequency, cost, and sophistication of insider incidents -
ranging from data theft to operational sabotage and accidental leaks - demand a
nuanced understanding of how organizations at different cybersecurity maturity levels
respond to these risks. Mature insider threat management can mean the difference
between a manageable incident and an existential corporate crisis. This comprehensive
report explores how organizations address insider risk throughout five maturity levels,
examining not only their technical controls but also the operational, cultural, and cross-

functional dynamics unique to each stage.



Table: Key Attributes of Insider Threat Management by Maturity Level

Level 1: Level 2: Risk- Level 3: Level 5:
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Partial Informed Repeatable Optimized
Governance None Initiated Formalized Integrated Strategic
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This table summarizes the key differences in how organizations manage insider risks at
every stage. The report supports and extends the details with in-depth narrative
analysis below, capturing how organizations miss or intercept threats, and charting the
evolution in governance, operational procedures, technical investments, and the all-

important human dimension.



Maturity Level 1: Partial Insider Threat Management

Mindset and Culture

At the Partial or ad hoc stage, organizations usually have little to no formal
understanding of insider risk. Security programs are built around external threats-
firewalls, antivirus, endpoint protection-but largely ignore the unique dangers posed by
employees, contractors, and business partners with existing access to sensitive assets”.
The mindset here is essentially reactive: security teams respond to incidents only after
they are discovered, and there is no holistic program for anticipating or preventing
internal incidents?. Leadership, if aware of insider threats at all, treats them as one-off

HR issues or as rare exceptions.

Culturally, security is regarded as an IT problem rather than a shared organizational
responsibility. There is little to no expectation that all staff play a role in detecting,
reporting, or preventing risky behavior. Engagement with insider threat issues is

sporadic and compliance-motivated at best.

Governance, Detection, and Response Workflows

Formal governance structures are typically absent. Organizations may not have an
insider threat policy, documented monitoring procedures, or a designated point of
contact for such incidents. Detection usually depends on basic system logs or third-
party reporting-such as a manager noticing suspicious behavior or an employee calling
out an obvious violation. For example, access reviews may only occur during an annual

audit, if at all, and user privileges can remain unchanged for years?3.

Incident response is seldom codified. Investigations, when they occur, rely on whatever
forensic data is available, often lacking detail for meaningful reconstruction. Actions like
revoking access, reviewing logs, or even conducting an HR interview can be delayed or
overlooked due to the absence of a playbook. There is also no regular risk assessment
process for insider risk, so threat indicators are missed entirely or retroactively

rationalized after the fact.



Cross-Department Collaboration

Security, HR, and Legal typically operate in silos. HR may implement background
checks for new hires, while IT administers access controls, but there is no coordinated
process for monitoring employee lifecycle events (e.g., role changes, departures) or
sharing risk intelligence. Software as a Service (SaaS) tools, Bring Your Own Device
(BYOD) policies, and remote work arrangements exacerbate this fragmentation, as
nobody owns the risk of a departing worker retaining privileged access to cloud apps”.
When insiders are caught, it's often by accident, and investigations may fail to disclose

the broader impact.

Technical Tools

Technology is minimal and fragmented. Organizations may have basic logging enabled
on servers, but advanced monitoring-such as User Activity Monitoring (UAM) or even
Data Loss Prevention (DLP) - is rare or non-existent at this stage3. Endpoint
management, cloud access, and physical security are handled independently of each
other with little coordination. No central analytics or alert system consolidates risk
signals from disparate sources. Alerts, if available, are usually generated for perimeter

breaches, not for anomalous activity by authorized users.

Strengths and Weaknesses
Strengths:

e Minimal awareness is better than none.
e Standard IT controls may incidentally block some external-to-internal escalation
attacks.

Weaknesses:

e Nearly all forms of insider risk go undetected: from data hoarding before resignation
to privilege abuse by technical staff.

e Failure to remove access in timely fashion for departing users.

e Underreporting due to fear of reputational or legal consequences, and lack of
reporting channels.



e Security blind to the organization’s highest risks: the “crown jewels” are unprotected

from internal abuse.

Real-World Example: Missed Data Theft by Departing Employees

A classic scenario is when a salesperson, administrator, or engineer copies gigabytes of
sensitive data to Google Drive or a USB stick before leaving for a competitor. Without
data movement analytics, DLP, or monitoring tied to HR exit processes, this goes
entirely undetected*. When the breach comes to light, often months later, logs have
rotated out and the company has no evidence to support legal action. This has
happened in high-profile cases such as the Capital One cloud breach and Google
Waymo’s engineer Anthony Levandowski stealing self-driving tech secrets before

joining Uber?.

Maturity Level 2: Risk-Informed Insider Threat Management

Mindset and Culture

Moving up the maturity curve, organizations become risk-aware. At this "Risk-Informed"
stage, threats from insiders are now acknowledged by leadership, driven by rising rates
of internal incidents reported in industry surveys and compliance pressures’. Security
teams and management recognize that even well-intentioned users represent risk due

to excessive privileges and lack of visibility into data handling.

However, the risk mindset is still immature: the approach is compliance-focused, with
point solutions deployed mainly to satisfy auditors, and limited integration or

centralization exists across teams.

Governance, Detection, and Response Workflows

Minimum viable governance begins to take shape. Policies that restrict risky behaviors
(e.g., restrictions on USB use, password policies, basic DLP) are introduced, often
supported by training for onboarding and periodic awareness programs for staff.

Consent banners and Acceptable Use Policies are posted to inform users of monitoring.



Governance is often paper-based and lacks teeth: enforcement and monitoring are
inconsistent, and few resources are allocated to incident response or program

improvements.

Monitoring expands to include some user activity analysis, usually restricted to
privileged users or specific classes of risk (e.g., finance, R&D, system administration).
Security Operations Centers (SOCs) begin to review logs for unusual data transfer,
after-hours activity, or suspicious access from remote locations®. However, rules are

broad-brush and tuned to minimize false positives rather than catch nuanced threats.

Incident response and escalation are still reactive; investigation may be limited to
confirming an incident and revoking access, with legal and HR called in only for major
breaches®. Investigations can be hampered by incomplete audit trails and lack of

standard triage templates.

Cross-Department Collaboration

Collaboration between security, IT, and HR emerges, albeit informally. HR may flag
high-risk terminations, and security can be asked to monitor their network activity. There
is little or no formal process for sharing context (such as changes in employee behavior,
submission of resignations, or performance warnings), so the alignment of “people risk”
and “data risk” remains weak’. Exit processes may start to include IT notifications for

user deprovisioning, but lapses frequently occur.

Legal’s involvement is still mostly limited to post-incident actions-or for evaluating
monitoring practices for compliance with privacy laws, especially in regulated industries
or the EU3.

Technical Tools

Organizations invest in user activity monitoring solutions and partial DLP, especially for
privileged users and sensitive file shares®. Solutions like Microsoft Purview Insider Risk
Management, Teramind, Kitecyber, or Varonis may be piloted for endpoint or email
monitoring®. Rules trigger on known risky behaviors such as mass downloads or
forwarding sensitive emails, but lack the baseline context needed for sophisticated

anomaly detection.



Identity and Access Management (IAM) becomes more formalized, with attempts to
apply "least privilege" principles, though privilege creep and orphaned accounts persist.
SIEM (Security Information and Event Monitoring) and basic UEBA (User and Entity

Behavior Analytics) tools are used, typically with manual tuning to suppress noise.

Strengths and Weaknesses
Strengths:

e Formal governance and basic cross-team processes begin.
e Improved detection of blatant or repetitive risky activity-such as mass data export,
privilege abuse by IT staff, or logging from unusual locations.

e Employees begin to learn about security expectations.
Weaknesses:

e Monitoring incomplete: tools may only cover endpoints or email, and not SaaS,
mobile, or physical entry.

e Blind spots for contractors, remote, and hybrid workers.

e Slow or ineffective offboarding; employees often retain access days or weeks after
departure.

¢ Training and awareness generic rather than risk-based.

e Admin rights often remain overly broad.

Real-World Example: Data Hoarding on Exit

A 2023 Osterman Research report found that 69% of employees take confidential data
with them when leaving, most commonly in organizations with only partial data controls
or informal offboarding’. In Yahoo's trade secret theft case, the culprit downloaded half
a million pages of IP days ahead of departure; logs could have flagged this if linked to
HR exit events or monitored for at-risk departments*. Similarly, ex-administrators
retaining VPN credentials have destroyed or exfiltrated sensitive systems (e.g., former
Cisco WebEx engineer Sudhish Ramesh)*-both enabled by slow or incomplete

deprovisioning processes.



Maturity Level 3: Repeatable Insider Threat Management

Mindset and Culture

Repeatable organizations move from ad hoc to standardized, process-driven insider
threat programs. Insider risk is now understood to be a business risk involving people,
process, and technology. The program is proactively communicated: employees
understand why monitoring occurs, policies are clear, reporting channels exist, and
insider risk is considered in business decisions’. Culture shifts towards shared
responsibility but is still occasionally marred by privacy resistance or negative

perceptions of surveillance.

Governance, Detection, and Response Workflows

A formal governance structure manages the insider threat process. Risk assessments
are performed at regular intervals (quarterly or annually), identifying high-value assets,
at-risk roles, and likely attack scenarios. Insider threat teams are established with senior
ownership, often including HR, Legal, Audit, Security, Compliance, and representatives
from business lines'%. Policies are codified and regularly updated for relevant
regulations (GDPR, HIPAA, CCPA, etc.).

Detection becomes systematic. User activity monitoring and data loss prevention
solutions are implemented organization-wide-sometimes via integrated SIEMs and
UEBA that correlate behavior across endpoints, cloud, and internal networks''. Alerts
are triaged using playbooks: priority is given to risky users, critical data stores, or
specific departments subject to insider threat indicators (such as finance, legal, or
R&D). Behavioral baselines are used to distinguish normal from risky activity, greatly

reducing false positives®.

Incident response is guided by well-documented checklists and workflow tools. Every
case is logged, findings are shared with leadership, and lessons learned are
incorporated into process improvement. Forensics support investigations, preserving

evidence for potential legal or disciplinary action.



Cross-Department Collaboration

Cross-functional teams now collaborate consistently. The “Insider Threat Working
Group” (ITWG) or Insider Threat Program team ensures coordinated risk reviews, policy
updates, and incident escalations-including input from HR (for behavioral warning
signs), managers (for policy violations or low morale), and IT (for technical detection).
Regular working group meetings, case reviews, and even joint tabletop exercises are
held to practice coordinated incident response?. The presence of a formalized team

and clearly defined roles greatly improves program maturity and response time?.

Privacy and compliance are baked into every policy and workflow: HR and Legal review
monitoring practices, ensuring adherence to labor and civil liberty laws. Employees are

informed (and sometimes participate) in periodic privacy reviews.

Technical Tools

Technology moves to enterprise scale. SIEM, advanced DLP, and robust UEBA are
widely deployed and integrated. SIEM tools (e.g., Splunk, Log360, Microsoft Sentinel,
Exabeam) aggregate logs across endpoints, networks, and cloud, correlating them with
HR data and external threat intelligence'?. UEBA builds behavioral baselines, surfaces
anomalous activity (large downloads at strange hours, file renaming, privilege

escalation), and supports forensic investigation

Role-based access controls (RBAC) and IAM solutions are maintained and regularly
reviewed. Least privilege is normalized; regular audits identify and remediate privilege

creep. Access reviews and recertifications become standard operating procedure.

Technical monitoring covers remote/hybrid work, third-party and contractor access, and

cloud collaboration tools.

Strengths and Weaknesses
Strengths:

o Well-defined, repeatable detection and response processes reduce risk and

response time.
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e Cross-department escalation channels are effective; incidents from fraud to
sabotage can be caught before damage spreads.

e Regular training and scenario exercises raise organization-wide vigilance.
Weaknesses:

e Coverage may still lag in newer technology domains (loT devices, non-corporate
SaaS, shadow IT).
¢ Incident fatigue may cause missed low-signal/slow-burn threats.

e Privacy concerns may trigger pushback, especially in multinational environments.

Real-World Example: Insider Case Library and Activity Replay

Many organizations at this level leverage solutions like ObservelT or DTEX to generate
a library of threat scenarios, leading indicators, and behavioral patterns (over 350+
indicators tracked)®. When an engineer in R&D changes behavior patterns in the weeks
before resigning-copying unusual files, modifying code repositories, logging in at
midnight-a well-calibrated UEBA or DLP system can flag anomalies, enabling security
and HR to intervene* '3, Forensic tools support investigations, and videos/replays

validate intent while preserving evidentiary chain.

Maturity Level 4: Adaptive Insider Threat Management

Mindset and Culture

Adaptive organizations exhibit a proactive and evolving risk posture. Insider risk
management is continuous-policies, monitoring, and response adapt to new business
threats, technology changes, and emerging social/organizational risk factors'#. Security
leaders embed risk intelligence in business operations, such as mergers/acquisitions,

digital transformation, or entry into new markets.

Culture at this level is characterized by psychological safety, transparency, and a strong

“security-first” mindset. Employees are empowered to report anomalies and encouraged
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to model positive behavior. Open reporting channels and non-punitive responses to

honest mistakes foster trust in the system's.

Governance, Detection, and Response Workflows

Governance is now integrated throughout the organization, with executive support and
direct tie-in to overall business strategy. The Insider Threat Program regularly updates
procedures, guides, and legal reviews to stay ahead of evolving threats'*. Metrics-
driven program evaluation supports continuous improvement: detection latency, training
completion, tool coverage, incident response time, and employee reporting rates are

tracked and reported to senior leadership.

Adaptive detection leverages advanced analytics and Al/ML-driven behavioral analytics.
Risk-scoring algorithms consider contextual inputs (business events, external threats,
HR events) and adapt thresholds dynamically. Monitoring incorporates not only
technical signals but also non-technical indicators-such as HR records of stress,
disengagement, or COl/conflict in workgroups’. Behavioral science methodologies-such
as personality profiling, emotional state, or social psychology-are used alongside

access and privilege management’6.

Incident response is orchestrated using workflow, case management, and knowledge
management tools. Incident playbooks are iteratively tested and refined, often involving

red-teaming or simulated insider breach exercises.

Cross-Department Collaboration

Collaboration is seamless and multidisciplinary: all relevant departments (Physical
Security, IT, Cyber, HR, Legal, Compliance, Communications, and senior management)
are involved'”. Joint committees or working groups champion ongoing improvement and
share intelligence internally and, where lawful, with industry peers or government
partners. Predefined MOUs and escalation processes are in place for internal and

cross-company referrals or contact with law enforcement.

Privacy, legal, and compliance concerns are proactively managed; reviews of risk
processes are regular, transparent, and benchmarked against best practices. Privacy by

design is common.
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Technical Tools

The stack now features cutting-edge tools: full-stack UEBA, SOAR (Security
Orchestration, Automation, and Response), advanced endpoint and cloud DLP, Zero
Trust identity, continuous monitoring of cloud/SaaS/laaS, integration of behavioral and
psychometric data, Al-driven analytics, robust case management for investigations, and
pervasive logging/audit tooling'®. Technical controls can detect, block, and automatically
remediate threats in real-time, such as rapid quarantining of risky accounts or devices.
Baselining is dynamic: new data sources (e.g., social media signals, sentiment analysis,
project deadlines, organizational changes) are rapidly integrated for context-aware, risk-

scoring alerts.

Continuous, adaptive training tailors content to role, risk level, and changing threat

patterns.

Strengths and Weaknesses

Strengths:

e Early detection and rapid, automated response limit damage from sabotage, fraud,
or data theft.

e Continuous program improvement; actionable metrics drive swift upgrades and
adoption of new best practices.

e Organizational resilience improves; trust in security processes is robust.

Weaknesses:

e Requires continual executive sponsorship and significant budget; complex
governance can slow change if not well-managed.

e Persistent challenges around privacy and ethical monitoring in multinational settings.

Real-World Example: Real-Time Al-Driven Insights

A highly adaptive financial institution detects fraud attempts, policy violations, or data
exfiltration before losses occur by integrating Al/ML-driven behavioral analytics, HR
stressor event integration, and automated investigation toolchains’-2°. For example, a

scenario where a trader or developer starts accessing new classes of sensitive data
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while also showing higher stress (as flagged by HR) will automatically escalate to a
rapid, multi-team investigation. Automated interventions (block access, trigger re-

authentication, notify supervisors) take place in minutes, not hours.

Maturity Level 5: Optimized Insider Threat Management

Mindset and Culture

At the Optimized level, insider threat management is a core component of the
organization’s overall risk and business strategy. Executive leadership views security as
a business enabler, and insider threat resilience is a competitive differentiator before
clients, investors, and regulators alike. The security culture is self-sustaining:
employees actively participate in risk identification, remediation ideas, and program
evaluation'®, Training, awareness, reporting, and intervention are ingrained in the

corporate DNA.

Governance, Detection, and Response Workflows

Governance at this level is strategic, with ongoing advisory input at the board level.
Metrics not only drive tactical improvement but inform business decisions-such as
market entry, product launch, or workforce strategy-with risk signals from the insider

threat program.

Adaptive and Al-driven processes manage detection, investigation, response, and
continuous feedback. “Security as code” is standard: automated scripts, policies, and
controls (across cloud, SaaS, and endpoints) rapidly adapt to changing threats™®.
Incident response is orchestrated globally, with legal, technical, HR, and communication
leads trained for international regulatory compliance, litigation risk, and crisis

communication.

Post-incident reviews become deep learning exercises, updating playbooks, policies,
and preventative controls. Strategic advising-both internal and external-spans not only
compliance and legal support but business continuity, mergers/acquisitions, and

geopolitical risk assessment.
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Cross-Department Collaboration

Cross-functional collaboration reaches the highest level: organizational “fusion centers”
or Security Operations Centers (SOCs) integrate real-time feeds and workflow from
every relevant stakeholder group, including business lines, customer support, HR, legal,
and physical security. Third-party risk and supply chain monitoring are deeply
intertwined. Information sharing occurs with industry and government partners,

underpinned by mature data sharing agreements and privacy reviews'S.

Technical Tools

Organizations invest in highly sophisticated, integrated security platforms: SOAR,
integrated case management, full-stack SIEM and UEBA, pervasive Zero Trust identity
and continuous authentication, dynamic segmentation, intelligent DLP, behavioral and
sentiment analytics, real-time reporting, mobile/SaaS/IoT integration, and privacy-
preserving monitoring-all calibrated to global legal standards and responsive to
changing business risk'2.

Automated response-quarantining users, triggering re-authentication, forensic evidence
collection-occurs within seconds of an anomaly, minimizing “dwell time” and limiting
loss.

Next-generation platforms support convergence of cyber, physical, and personnel
security, connected to HR, performance, and wellness programs to detect holistic risk

factors.

Strengths and Weaknesses

Strengths:

e Holistic, business-aligned, and self-adapting risk management.
e Rapid detection, robust legal defensibility, regulatory resilience.
e Highest ROl and minimal time to incident resolution.

e Strategic, data-driven decision-making powers both prevention and response.

Weaknesses:

15



e Complexity and cost: programs require continual investment, ongoing leadership
commitment, and constant tuning.

e Technology and compliance must keep pace with evolving data protection
regulations globally; managing privacy, transparency, and user trust is challenging

and never “finished.”

Real-World Example: Global Program Leadership

At this level, organizations like multinational banks or public sector agencies operate
fusion centers-fully integrated, global security operations linking cyber, HR, legal,
compliance, and business continuity®. For instance, anonymized risk dashboards
provide real-time reporting to the executive committee; Al-driven alerts for both
technical (data exfiltration, credential compromise) and human (stress, disengagement,
compliance drift) risks are monitored and responded to globally. Strategic consulting is

embedded; audits and regulatory reviews are smooth and proactive.

How Capabilities Evolve Over Time

As organizations mature, insider threat management evolves from reactive, ad hoc

measures to fully integrated, analytics-driven processes. The journey often begins with

missed incidents-failed offboarding, unmonitored data movement, or blind spots in SaaS

usage. Each new incident exposes flaws in process, coverage, or culture, triggering

incremental improvements, investments in new tools, or deeper collaboration across IT,

HR, legal, and business lines.

Over time, key trends emerge:

e Awareness precedes action: Most organizations only act when a significant
incident occurs, pushing them up the maturity curve out of necessity.

e Measurement matters: Metrics (e.g., time to detection, time to containment, user
reporting rates) allow continuous improvement and justify further investment.

¢ Integration is critical: Without IT, HR, legal, and compliance at the table, threats

are missed or managed poorly. Siloes are fatal, collaboration is imperative”.
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Behavioral science and machine learning: Mature organizations embrace not just
technical controls but behavioral analytics-predicting risk well before data leaves the
building.

Culture is destiny: Where employees are engaged, trained, and valued actors in

security, program ROI, trust, and effectiveness skyrocket.

Emerging Trends

Al and ML Enhance Detection: Leading solutions leverage Al and machine
learning to baseline user activity, detect deviations, and automate response-
sometimes across tens of thousands of endpoints'?.

Zero Trust as Default: The “trust but verify” model is dead; now, every action is
subject to dynamic context and least-privilege enforcement.

Hybrid and Remote Risks: The shift to remote work and cloud collaboration
compounds insider threat risk; mature monitoring extends to the edge and SaaS
environments®.

Behavioral Context and Wellness: Integration of HR wellness, employee
engagement, and sentiment analytics is increasingly seen as predictive for insider
risk-catching stressors before they translate to threat actions’®.

Global Privacy Complexity: Programs must navigate an expanding array of privacy
laws and cultural expectations-requiring enhanced transparency, data minimization,

and privacy-by-design controls.

Conclusion: Key Lessons for CISOs and Insider Risk Leaders

1.

Start with Baseline Visibility: Know your assets, access, and high-risk users.
Incomplete data leads to incomplete risk management.

Integrate Across Teams: HR, Legal, IT, Security, and Operations must share
context, policy, and incident data-formally.

Move Beyond Technical Controls: Machine learning, behavioral analysis, and

sentiment data now reveal risk sooner and more efficiently than static controls alone.
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4. Build a Culture of Trust and Reporting: Employees need safe, clear ways to raise
concerns and participate in risk prevention.

5. Automate for Speed but Balance With Governance: Real-time detection matters-
but so does a playbook with legal defensibility and privacy consideration.

6. Evolve, Don’t Stand Still: Each incident reviewed, each new tool assessed, each
interdepartmental meeting adds resilience. Continuous improvement is the only
sustainable model.

7. Plan for Complexity, Not Simplicity: Regulatory, technical, and human challenges
will grow; build for agility and flexibility.

Organizations that treat insider risk management as a living, learning function-rather

than a fixed compliance chore-will best protect their people, data, and reputation in the

years ahead. Secure from inside, organizations can finally claim resilience not just

against the outsider, but from the threats within.
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https://sei.cmu.edu/library/insider-threat-program-evaluation/
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https://learn.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics
https://learn.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics
https://www.intechopen.com/chapters/1208835
https://www.corporatecomplianceinsights.com/uniting-forces-cross-functional-approaches-insider-threat-prevention/
https://www.corporatecomplianceinsights.com/uniting-forces-cross-functional-approaches-insider-threat-prevention/
https://www.forbes.com/councils/forbestechcouncil/2025/06/11/understanding-ueba-the-behavioral-defense-against-ai-powered-attacks/
https://www.forbes.com/councils/forbestechcouncil/2025/06/11/understanding-ueba-the-behavioral-defense-against-ai-powered-attacks/
https://www.dni.gov/files/NCSC/documents/nittf/20240926_NITTF-Maturity-Framework.pdf
https://www.dni.gov/files/NCSC/documents/nittf/20240926_NITTF-Maturity-Framework.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/publications/2024/march/25/insiderthreats/Publication_Managing+Insider+Threats_032024_ENG.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/publications/2024/march/25/insiderthreats/Publication_Managing+Insider+Threats_032024_ENG.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/publications/2024/march/25/insiderthreats/Publication_Managing+Insider+Threats_032024_ENG.pdf
https://www.dni.gov/files/NCSC/documents/features/NITTF_MaturityFramework_web.pdf
https://www.dni.gov/files/NCSC/documents/features/NITTF_MaturityFramework_web.pdf
https://sei.cmu.edu/library/insider-threat-program-evaluation/

